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[IpumiTku OO BUIycKy MNepeOyBaloThb Ha cTafil po3poOku. [Ilo6u AisHaTHcA OpPO OCTaHHI
OHOBJIEHHs, NleperJIAHbTE IXHIO Bepcilo B iHTepHeTi Ha https://doc.opensuse.org/release-notes A.
AHriricbKa Bepcis NpUMITOK 10 BUILyCKY OHOBJIIOETHCA 3a MOTpebu. IlepekiiaaeHi MOBHi Bepcil

MOXYTb GYTI/I THUM4YaCOBO HEITOBHMMM.

flxmo BU OHOBJIOETECA 3 cTapimol Bepcil Ao mporo Bumycky openSUSE, nuB. nomnepenHi
NPUMITKU TYyT: https://en.opensuse.org/openSUSE:Release_Notes 7.

Indopmariito npo Lei IpoeKT MOXXHA 3HAWUTU Ha https://www.opensuse.org .

[ noBiqoMJIeHb PO MOMUJIKU B I[bOMY BUIYCKYy BUKOpPHCTOBYITe openSUSE Bugzilla. Bisnbime

iHdopmMmalii MoXHa 3HaNTU 3a agpecoro https://en.opensuse.org/Submitting Bug_Reports 2.

Major new features of openSUSE Leap 15.2 are also listed at https://en.opensuse.org/

Features_15.24.

1 BcTaHoOBNeHHA

Ileii po3min  MiCcTUTh  3ayBaXeHHA 10  ycraHoBmi. JlokjmagHi — iHCTpykmil — 3i
BCTAHOBJIEHHA JUWB. Y AOKyMeHTaLil Ha https://doc.opensuse.org/documentation/leap/startup/

html/book.opensuse.startup/part-basics.html .

1.1 BUWKOPWUCTaHHA aTOMAapPHUX OHOB/EHb i3 CUCTEMHOK POJIIHO
TpaH3akyiUHUU cepeep

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.2 also work with the

system role Transactional Server.

@ [MTpuMiTKaHeCcyMicHI nakyHKW

Jleski makyHKM 3MiHIOIOTB BMicT /var abo /srv y cBoix cueHapiax RPM S%post. Lli

MaKyHKU HeCyMicHi. fIKI[0 BM 3HAMIIIN TaKUM MaKyHOK, HAJIlJTiTh 3BiT MPO Bafy.
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HJ'[H 3abe3neuyeHHA OUux BJIACTUBOCTEM cHUcTeMa OHOBJIEHHS IMOKJIa4Aa€ThCA HaA:

[lo6

Btrfs 3HiMku Ilepeq moyaTKOM OHOBJIEHHS CHUCTEMHU CTBOPIOETHCS HOBHI 3HIMOK
KopeHeBoi (haiyioBoi cuctemu Btrfs. [T0oTiM yci OHOBJIEHHS BCTAHOBJTIOIOTHCSA B I[eH 3HIMOK
Btrfs. I1lo6 3aBepmmMTH OHOBJIEHHA, B MOXETe Iepe3aBaHTAXXUTHU CHUCTEMY 3 HOBOTO
3HIMKY.

[Ilo6 moBepHYTHCH A0 MNOMEPEJHBOTO CTAaHy CUCTEMH IMPOCTO 3aBAHTAXTE CUCTEMY 3

MonepeJHbOro 3HIMKY.

KopeHeBa ¢annoBsa cuncrema nuwe ansa untaHHa I[o6 yHuKHyTU npoOJieM Ta BTpaTu
JlaHUX Yepe3 OHOBJIEHHs, KopeHeBa (ailjioBa cucremMa Mae OyTu HeOCSXHaA MJIA
3anuCyBaHHA y BCiX iHMMX BUNaAkaxXx. TakUM YMHOM, MiJ 4Yac HOpPMaJbHOI PoOOTU
KopeHeBa (aiyioBa CCTeMa MOHTY€EThCA JIMIIE /I YUTaHHA.

[Mo6 ue HaaMWITYBaHHA Mpall0Bajio, HEOOXiJHO BHECTHU [ABi JOAATKOBi 3MiHU A0 ¢aiijioBOL
cucTemu: {006 JO3BOJIUTHU 3aMKC KOHOIrypalil KopuctyBada B /etc, [ Teka aBTOMaTUYHO
HaJIAITOBYEThCA Ha BuUKopucTaHHA OverlayFS. /var Temep € okpemMuM miJTOMOM 3

npaBaMu Ha 3allrC OJIA npoueciB.

BaxnvBoTpaH3akyitiHoMy cepaepy NoTpibHO
npuHavMHi 12 I'b ANCKOBOrO NPOCTOpY

CucrtemHil pouti TpaH3akyitiHuil cep@ep NOTPiOeH AMCKOBUH IMPOCTip moHanMeHIe 12 I'o

JUIs po3MillleHH:A 3HiMKiB Btrfs.

BaxxiBoYaST He npautoe TpaHCAKUINMHNIA Pexim

Hapasi YaST He npauioe 3 TpaH3aKLilHUMU OHOBJIEHHAMU. Lle Tomy, mo YaST BuUKOHYyE

Jlil HeraliHo i ToMy, 10 BiH He MOXe pefaryBaTy (aijioBy CUCTeMy JIUIle AJiA YNTaHHA.

nmpanoBaTru 3 TpaHBaKI_IifIHPIMPI OHOBJIEHHAMM, 3aBXIU BI/IKOpPICTOBYfITe KOMaHay

transactional-update 3amicts YaST i Zypper AnA KepyBaHHA BCiM NPOrpPaMHUM

3a0e3neyeHHAM:

OHOBUTHU CHUCTEMY: TpPaHCaKuiiiHe OHOBJIEHHS

BcranoButu nmakyHok: transactional-update pkg in HA3BA [1AKYHKY
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* BusiyuuTu nakyHoK: transactional-update pkg rm HA3BA [AKYHKY

¢ IIfo6 noBepHyTH OCTaHHIiHM 3HIMOK, TOOTO OCTaHHiN Habip 3MiH y KOpeHeBill (aisoBiii
cuUCTeMi, IlepeKoHalTecs, 0 Ballla cUCTeMa 3aBaHTaXeHa IepeJoCTaHHIM 3HIMKOM Ta

3amycTiTh: transactional-update rollback

3a 6axxaHuaM goganTe ID 3HiMKa B KiHellb KOMaH/IH, 00 BiqKOTHUTHCA 10 BU3HaueHoro ID.

[Tpu BUKOpUCTaHHI Li€l CUCTEMHOI POJli, TUIIOBO, CICTEMa BUKOHyBaTHMe II0JeHHe OHOBJIEHHS
Ta nepesaBaHTaxyBaTuMeTbcsa Mix 03:30 panky ta 05:00 panky. O6uaBi 1ii il 3acHOBaHi Ha

systemd i, 3a moTpebu, X MOXXHa BUMKHYTHU 3a JomnoMorow systemctl:
systemctl disable --now transactional-update.timer rebootmgr.service

s oTpuMaHHA OOAATKOBOI iH(oOpMallii Mpo TpaH3aKLiliHi OHOBJIEHHS AMBIThCA MyOJTiKaril
6sory openSUSE Kubic https://kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ # Ta
https://kubic.opensuse.org/blog/2018-04-20-transactionalupdates2/ 2.

1.2 BcTtaHoBNeHHA Ha HakonmyyBaudi EMHICTIO MeHLWe 3a 12 Th

[Iporpama BCTAHOBJIEHHS 3aNpPOIIOHYE CXeMy PO3MOJIY, JIMIIe SKI[0 AOCTYIHUE PO3Mip
HakonuyyBaya nepesumye 12 I'B. fIKIo BU XoueTe HaJIAMITYBAaTH, HAalIpUKJaL, AyXe MaJeHbKi
o6pa3u BipTyaJIbHUX MAIllUH, CKOPHUCTANTECSA KEPOBAHUM PO3MOiJIbHUKOM, I[00 HAJIATyBaTH

rnapamMeTpu po30OUTTsA BPY4YHY.

1.3 Btrfs Filesystern RAM and Storage Requirements

The Btrfs filesystem is best used on systems with sufficient RAM and storage. SSD is also
recommended. There have been user reports of performance degradation on systems with low

amounts of RAM (4 GiB or less) and regular hard disk drives.
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1.4 UEFI—Unified Extensible Firmware Interface (06'egHaHW
PO3LUVPEHUIA BOYAOBaHWI iHTEpdEeNC)

Ilepen BcraHoBieHHAM openSUSE Ha cucreMy, ska 3aBaHTaXyeTbcA 3a gomomoroi UEFI
(Unified Extensible Firmware Interface), Mu pekoMeHOyeEMO BaM TepeBipUTH HasABHICTb
OHOBJIEHb IIPOLIWBKH, PeKOMEHIOBaHUX BUPOOHUKOM, i Yy BUMAAKY IX iCHyBaHHS BCTAHOBUTU
Taki oHoBjieHHs. Hanepen BcraHoBsieHa Windows 8 4u HoBima € 6e3mepeyHor0 03HAKO TOTO,

1o Bama cucreMa BukopuctoBye UEFL.

Obrpynmyaganma: Jlesxki npomnBku UEFI MicTATP NOMWJIKHM, IO NPU3BOAATH A0 30010 y pasi
3anucy 3aHaATO BeJIMKOro obcAry aaHux B obuacth 30epiranHa UEFI. 1o xapakTepHO, HiXTO

TOYHO HE€ 3HaE€, HaACKiJIbKU «BeJIUKUI» 00CcAT IMpU3BOAUTDH A0 TAKOI'o 30010.

openSUSE MiHiMi3ye nell pU3UK, 3alMCy04YU MiHIMaJbHUN OOCAT AaHUX, HEOOXiAHUX AJIA
3aBaHTaxeHHA OC. ITig MmiHiMaapHUM po3yMieThesA BKasiBka npomusii UEFI Ha po3TairyBaHHA
3aBaHTaxyBada openSUSE. CnerniajibHi MOXJIMBOCTI Aapa Linux, 1110 BUKOPUCTOBYIOTh 00J1aCTh
36epiranHa UEFI gjisa BigjomMocTell mpo 3aBaHTaxkeHHs i 30601 (pstore), € TUIIOBO BUMKHEHI.
TuM He MeHII, peKOMEHAYETbCA BCTAHOBUTU yCi peKOMEH[I0BaHi BHPOOHUKOM OHOBJIEHHS

MMpOLIMBKHU.

1.5 UEFI, GPT i po3ginn MS-DOS

Pazom i3 cnenudikariieto EFI/UEFI 3acTtocoByeThcsas HOBui crnocié posbutta: GPT (GUID
Partition Table). BiH BuUKOpuCTOBYE rJ100aJIbHO YHiKaIbHI igeHTUdiKaTopu (128-6iTHi 3HaUeHHA

y BUTJIAAL 32 MIiCTHAAUATKOBUX MPP) A/ BU3ZHAUEHHA IPUCTPOIB i TUMIB PO3MiJIiB.

Kpim 11poro, criertudikaiiiss UEFI no3BoJisie BUKOpHCTaHHA 3acTtapijiux po3zauiiB MBR (MS-DOS).
3aBanTaxysaui Linux (ELILO a6o GRUB2) Hamaraiotbcsa aBToMaTuyHo ctBoputu GUID pniia
TakuxX po3fijiiB i 306eperty 3MiHu B npomuBLi. Taki GUID MOXyTh 4acTo 3MiHIOBaTHCH, L[O
MIpU3BOAUTH A0 Mepe3anucy AaHUX NpouuBKU. [lepesanuic ckjafaeTbcsA 3 ABOX Pi3HUX il

BUOAJIECHHA CTApOro 3arucy i CTBOPE€HHA HOBOI'O 3aIliCy 3aMicTh cTaporo.

Y cyuacHuX NpOILIMBKaxX HasABHUM 30Mpauy CMITTA, [0 30Mpae BUAAJIeHi 3alKCU Ta 3BiJIbHSAE
amM'ATh, 3ape3epBoBaHy IiJ crapi 3anucu. [IpobisieMa BUHHKaE y BUIIAAKY, KOJIM HelpuAaTHA
IIPOLIMBKA He 3BiJIbHAE Taki 3amucu. lle Moxe Npu3BeCTH [0 HEMOXJIMBOCTiI 3aBaHTaXeHH:A

CHCTEMMU.

o6 yHuKHYTH NOAiOHUX npo0bJieM, 3MiHiTh 3acTapisinil po3aisa MBR y HoBuit GPT.
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2 OHOBNEHHa cnucTemMm

Y upoMy po3fijii HaBeJeHO IPHUMITKY, IMOB’A3aHi 3 OHOBJIEHHAM cucrteMu. [linTpumyBaHi

clleHapil Ta JeTajbHi iHCTPYKIil 3 OHOBJIEHHA OUB. ¥ JOKYMeHTAIlil 3a afpecolo:

® https://en.opensuse.org/SDB:System_upgrade 2

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html 2

Takox nepeBipTe P030i/1 3, «3MiHU Y NOKYHKOX».

3 3MiHW Yy NaKyHKax

3.1 3acTtapini nakyHKu

3acrapiyii MakyHKU Bce IIie II0CTAYalThCA Yy BUIJIAML YaCTUHU AUCTPUOYTHUBY, ajie IJIaHyEThCS,
mo BOHM OyayTh BuUAajieHi y HacTymnHill Bepcil openSUSE Leap. Lli makyHKHU icHYIOTh AJiA
CIIpUAHHA Mirparnii, ajie 1XHeE BUKOPHCTAaHHS He PEKOMEHAYEThbCA i [JIA HUX MOXYTb OyTHU

BiZICyTHi OHOBJIEHHS.

® libqt4: Will receive neither updates nor security fixes. The package will be removed in

the next version of openSUSE Leap.

® kdelibs4: Will receive neither updates nor security fixes. The package will be removed

in the next version of openSUSE Leap.

[Ilo6 nepeBipuTH, U1 MaOTh MiATPUMKY BCTAaHOBJIEHi MaKeTU, epeKoHaiTecs, 1[0 BCTAHOBJIEHO

lifecycle-data-openSUSE, a moTiM BUKOPUCTOBYITE KOMaHAY:

zypper lifecycle

3.2 BunyuyeHi nakyHKW

BustydeHi nakyHKU 0iJibllle He PO3MOBCIOJIXYIOThCA K YaCTUHA AUCTPUOYTHUBY.
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artha: Removed because it is unmaintained and has unpatched security issues. See https://

bugzilla.opensuse.org/show_bug.cgi?id=1143860 7.

fate: Removed because it wuses insecure KDE4 and Qt4 libraries and

features.opensuse.org is no longer used for feature requests.

gcompris (old GTK version): Removed because it is unmaintained and has been replaced
by now gcompris-qt. See https://www.gcompris.net 7.

gstreamer-plugins-qt, gstreamer-plugins-qt5, and ktp-call-ui: Removed

because these packages are unmaintained and no longer build. The package ktp-call-
ui depended on gstreamer-plugins-qgt.

H2rename : Removed because the package is unmaintained.

ixpdimm sw, invm-cim, invm-cli, and invm-i18n: Replaced by ipmctl.

jag-level-editor: Replaced by jag-editor.

jovie: Removed because the package is no longer maintained upstream. See also https://

kde.org/applications/unmaintained/org.kde.jovie 7.

kaccessible, kepas, konsoled4, klinkstatus, kppp, kremotecontrol, kvpnc, and

kvkbd : Removed because these packages are no longer maintained upstream.

kdesdk4-scripts: Replaced by kdesdk-scripts.

kdeuser: Replaced by kde-user-manager.

keepassx and kpassgen: Replaced by keepassxc.

kile5: Replaced by kile.

libkdegames4: Replaced by libkdegames5.

libkquoath, libjreen, and libqross: Removed because the packages are no longer

maintained upstream and use the insecure libqt4.

1ilo: Has been obsolete for a decade, replaced by grub2.

lua51-luajit: Replaced by moonjit.

mp3gain and wxmp3gain: The package mp3gain was removed because it has a security

issue and is no longer maintained upstream. The package wxmp3gain depended on
mp3gain.
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nodejs8: Replaced by nodejsl0 and nodejsl2.

python-django compressor: Replaced by python-django-compressor.

python-pep8: Replaced by python-pycodestyle.

python-pyside and python-pyside-tools: Removed because it depends on the

insecure libqt4.

® qgo: Replaced by g5go.

® slapi-nis: Removed because this module is not maintained outside of FreeIPA

environments, and we do not ship FreeIPA.

tomahawk : Removed because the package is no longer maintained upstream.

® vokoscreen: Replaced by vokoscreenNG.

bareftp, docky, fsharp, gnome-desktop-sharp2, gnome-sharp2, mono-debugger,

mono-upnp, pdfmod, and taglib-sharp: Removed because the packages do not work
with Mono 6.x.

4 [panBepwn Ta obnajHaHHSA

4.1 Secure Boot: CTOpOHHI gpariBepy MOBUHHI 6YTN HanexHnMm
UMHOM MiAMUNCAHI

openSUSE Leap 15.2 Tenep BMHKa€ NepeBipKy HiAnucy MOAYJiA Aapa AJA ApavBepiB CTOPOHHIX

po3po6HUKiB (CONFIG MODULE SIG=y). Lle BaxyiMBuUil 3aXif Oe3neku, iKW 3anobirae 3amycky

HeHa IilHOTO KOAY B sI/pi.
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Lle Mo>xe 3aBaAMTH 3aBaHTaXX€HHIO MOIYJIiB AApa CTOPOHHIX BUPOOHUKIB, AKIIO BBiMKHeHO UEFI
Secure Boot. [TakyHku moayJiB aapa (KMP) 3 oginitinux cxosuil openSUSE 1ie He CTOCYy€eThCH,
OCKiJIbKM MOYJIi, AKi BOHM MiCTATb, MmifgnucaHdi kiaouem openSUSE. Tlepepipka migmucy mae

TaKy MOBeJiHKY:

® MopyJii Aapa, AKi He mignurcaHi abo miAnycaHi KjioueM, AKUN BiJOMUN K HeHaqilHNUI abo

He Moxe OyTH IepeBipeHU! y 6a3i JaHWX Ha[ilHUX KJII0YiB cucTemu, Oyae 3a0JI0KOBaHO.

MosxHa cTBOPUTHU BJIaCHUN cepTudikaT, 3apeecTpyBaTH MOro B cucTeMHil 6a3i fanux Machine
Owner Key (MOK) Ta mignucaTd JIOKaJIbHO CKOMIILJIbOBAaHI MOZYJI fAApa IUM KJIIOYeM
ceptudikara. MogyJi, mignvcaHi TaKUM YMHOM, He OyAyTh aHi OJIOKyBaTHCs, aHi BUKJIMKATU

nonepekeHHa. JJus. https://en.opensuse.org/openSUSE:UEFI 2.

OckispKku 1Lle TakoX BIUIMBAaE Ha rpadiuni apatiBepu NVIDIA, My po3rjiAHy/IM Lie B HaMIMX
odininHnx nakyHkax ajs openSUSE. OaHak BaM MOTPiOHO Bpy4HY 3apeecTpyBaTd HOBUU
k04 MOK micyiA BCTaHOBJIEHHS, {00 HOBi aKyHKU MpaIioBaan. [jd OTpUMaHHA iHCTPYKLil
00 BCTAHOBJIEHHA JpaiiBepiB Ta peectpanii kmoda MOK, gus. https://en.opensuse.org/
SDB:NVIDIA_drivers#Secureboot .

4.2 Hibernation Disabled When Kernel Locked Down

The kernel lockdown feature is designed to prevent access to a running kernel image. This is

active, for example, when a system boots in EFI Secure Boot mode.

For more information, see https://www.mankier.com/7/kernel_lockdown 7.

4.3 NVIDIA GO3 Drivers Not Supported

Older NVIDIA graphics cards that require the NVIDIA GO3 drivers are not supported.

5 CTinbHMUA

This section lists desktop issues and changes in openSUSE Leap 15.2.
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5.1 KDE 4 and Qt 4 are unmaintained

Updating from KDE 4 and Qt 4 to Plasma 5 and Qt 5 is recommended. KDE 4 and Qt 4 are no
longer supported. openSUSE Leap 15.2 still contains KDE 4 and Qt 4 packages for compatibility
reasons. However these packages will no longer receive updates and security fixes. Therefore it
is strongly recommended to replace all installed KDE 4 and Qt 4 packages with packages from
Plasma 5 and Qt 5 providing the same or at least similar functionalities.

6 /JlofaTKoBI BifOMOCTI Ta 3BOPOTHIl 3B'A30K

¢ [TpouuTaiite JokyMeHTU README Ha HOCi€Bi.

¢ [lepersiaHyTH AOKJIAJHUU XXypHAJ 3MiH KOHKPETHOTr0O MMaKyHKy 3a JornomMoroo RPM:
rpm --changelog -qp HA3BA OAWJY . rpm

3amiHiTh HA3BA OA//1Y Ha3BoIO makyHKy RPM.

® XpOHOJIOTiYHMI XXypHAaJI yCiX 3MiH B OHOBJIEHMX NTaKyHKaxX HaBedeHO y ¢aiti Changelog

Ha BEpXHbOMY PiBHi HOCisA.
¢ Binpiie iHdopMallil BU 3HaiifieTe y Telli docu Ha HOCI€Bi.

¢ JlonaTKOBY Ta OHOBJIEHY JOKyMeEHTallil0 MOXHa 3HalTH Ha https://doc.opensuse.org/ a.

Haticiximi HOBMHM 0Opo mpoAykTu Big openSUSE wMoxHa 3HauTtu Ha https://

Www.opensuse.org .

AsTtopcsbki mpaBa © SUSE LLC
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