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This is the initial version of the release notes for the forthcoming openSUSE Leap 15.5.

fkmo Bu OHOBJIIOETECA 3 CcTapimol Bepcil g0 1poro sunycky openSUSE, nuB. nonepeaHi npumi-

TKU TyT: https://en.opensuse.org/openSUSE:Release_Notes A,

[to TecToBY Oeta-Bepcito BumyieHo npoekToM openSUSE. IHpopMmaito npo 11eil IpoeKT MOXHa

3HANTU Ha https://www.opensuse.org a.

Report all bugs you encounter using this prerelease of openSUSE Leap 15.5 in the openSUSE
Bugzilla. For more information, see https://en.opensuse.org/Submitting_Bug_Reports 2. If you
would like to see anything added to the release notes, file a bug report against the component
“Release Notes”.

1 BcTaHoOBNEeHHA

This section contains installation-related notes. For detailed installation instructions, see the
documentation at https://doc.opensuse.org/documentation/leap/startup/html/book-startup/part-

basics.html .

1.1 BWKOPUCTaHHA aTOMapHVIX OHOBJIEHb i3 CUCTEMHOK PO
TpaH3aKYilHUU cepsep

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.5 also work with the

system role Transactional Server.

@ MpumMiTkaHecyMmicHi nakyHKu

Jleski makyHKM 3MiHIOIOTB BMicT /var abo /srv y cBoix cueHapigx RPM S%post. Lli

MaKyHKU HeCyMicHi. fIKII[0 BY 3HAKNIIIN TaKUM MaKyHOK, HAJIIJTiTh 3BiT MPO Bafy.
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HJ'[H 3abe3neuyeHHA OUux BJIACTUBOCTEM cHUcTeMa OHOBJIEHHS IMOKJIa4Aa€ThCA HaA:

[lo6

Btrfs 3Himkn Ilepen moyaTkoM OHOBJIEHHS CHCTEMU CTBOPIOETHCA HOBUI 3HIMOK KOpeHe-
BOI ¢aiiioBoi cuctemu Btrfs. IToTiM yci OHOBJIEHHA BCTAHOBJIIOIOTHCA B Iiell 3HIMOK Btrfs.
[I{o6 3aBepmINTH OHOBJIEHHS, B MOXeTe Iepe3aBaHTaXUTH CUCTEMY 3 HOBOTO 3HIMKY.

[Ifo6 moBepHYTUCH 10 NONEPEAHBOT0 CTAHY CUCTEMU IIPOCTO 3aBaHTaXTe CUCTEMY 3 Iolle-

PeHBOrO 3HIMKYy.

KopeHeBa ¢aiinoBa cmcrema nvwe ans untaHHa 1{o6 yHuKHyTHU npo0JieM Ta BTpaTH Ja-
HUX yepe3 OHOBJIEHH, KopeHeBa (daiisioBa cuctema Mae 6yTu HeJOCSXKHA JJIA 3allCyBaH-
HA y BCiX iHIIMX BUMafKax. TakuM YUHOM, MiJ Yac HOpMaJIbHOI poOOTU KOpeHeBa (aiiyioBa
crucTeMa MOHTYEThCA JIMIIe AJIA YNTaHHSA.

106 1e HaaMITyBaHHA NpalloBajio, HeOOXiAHO BHECTH [IBi JOAATKOBI 3MiHU 10 (aiiaoBol
cucteMu: o6 JO3BOJIMTH 3amuc KOHGIryparii kopuctyBada B /etc, 1 Teka aBTOMaTH-
YHO HAJIANITOBYEThCA HA BUKopucTanHsa OverlayFS. /var Temep € OKpemuM IiJTOMOM 3

MpaBaMy Ha 3amyC AJIA IPOLECiB.

BaxxnusoTpaH3akyiliHoMy cepgepy NOTPIOHO NpuvHaMHI 12 b
AVCKOBOIo MpoCTopy

CucrtemHi pouii TpaH3akyitiHuil cep@ep NOTPiOeH ANCKOBUM IIPOCTip moHanMeHe 12 I'o

JIJI po3MillleHHsI 3HiMKiB Btrfs.

BaxxnmneoYaST He npautoe TpaHCAKUINHUA pexnm

Hapasi YaST He mpauio€ 3 TpaH3aKI[illHUMU OHOBJIEHHAMU. Lle Tomy, mo YaST BUKOHYE

[il HeramHo i TOMy, [0 BiH He MOXe pefaryBaTu ¢paijioBy CUCTEMY JIUIlEe AJIs1 YUTAHHS.

nmpanoBaTu 3 TpaHBaKHiﬁHHMH OHOBJIEHHAMM, 3aBXON BHKOPHCTOBYﬁTe KOMaHay

transactional-update 3amicte YaST i Zypper 111 kepyBaHHA BciM nporpaMHuM 3abe3meye-

HHAM:

OHOBUTHU CHCTEMY: TPAHCAKUilHe OHOBJIEHHS

BcraHoBuTHu makyHoK: transactional-update pkg in HA3BA [IAKYHKY
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® BustyuuTu nakyHoK: transactional-update pkg rm HA3BA [AKYHKY

¢ Io6 moBepHYTH OCTaHHI 3HIMOK, TOOTO OCTaHHill Habip 3MiH y KOpeHeBill (aiiyioBili cu-
cTeMi, IlepeKoHarTecs, 110 Ballla chcTeMa 3aBaHTaXkeHa IlepeJoCTaHHIM 3HIMKOM Ta 3aIly-

cTiTh: transactional-update rollback

3a 6axxaHuaM goganTe ID 3HiMKa B KiHellb KOMaH/IH, 00 BiqKOTHUTHCA 10 BU3HaueHoro ID.

[Tpu BUKOpUCTaHHI Li€l CUCTEMHOI POJli, TUIIOBO, CICTEMa BUKOHyBaTHMe II0JeHHe OHOBJIEHHS
Ta nepesaBaHTaxyBaTuMeTbcsa Mix 03:30 panky ta 05:00 panky. O6uaBi 1ii il 3acHOBaHi Ha

systemd i, 3a moTpebu, X MOXXHa BUMKHYTHU 3a JomnoMorow systemctl:
systemctl disable --now transactional-update.timer rebootmgr.service

Juia oTpuMaHHA AOAATKOBOI iH(oOpMalil MIpo TpaH3aKLiliHi OHOBJIEHHsA AWBITHCA MyOJliKalil
6sory openSUSE Kubic https://kubic.opensuse.org/blog/2018-04-04-transactionalupdates/# Ta
https://kubic.opensuse.org/blog/2018-04-20-transactionalupdates2/a.

1.2 BcTaHOBNIEHHA Ha HakoMNMYyBayi EMHICTIO MeHLe 3a 12 Tb

[Iporpama BCTaHOBJIEHHA 3alPONIOHYE CXeMy PO3NOAiy, JIMIIe AKIO AOCTYIHUI PO3Mip HaKo-
nuuyBada nepesumye 12 I'b. Akmio Bu xoueTe HaJalITyBaTH, HaIPUKJIIaZ, AyXe MaJleHbKi oOpa-
31 BipTyaJIbHUX MalllMH, CKOpHCTanTecs KepOBaHUM PO3MNOAiJIBHUKOM, 1100 HajalTyBaTH Ia-

pamMeTpu po30UTTs BPYUYHY.

1.3  UEFI—Unified Extensible Firmware Interface (06'egHaHuM
pPO3LIMpPEHNA BOYAOBAHWI iHTEpdEC)

[lepen BcraHOBiieHHAM openSUSE Ha cucrtemy, ska 3aBaHTaxyeTbca 3a pgoroMorow UEFI
(Unified Extensible Firmware Interface), Mu pekoMeHAyEMO BaM IepeBipUTH HAsABHICTb OHOB-
JIEHb NPOILIVBKY, PEKOMEHIOBAaHUX BUPOOHUKOM, i y BUNAJKY 1X iCHyBaHHA BCTAaHOBUTH TakKi
oHOBJIeHHA. Hamnepenn BcraHoBsieHa Windows 8 uu HoBima € 6e3repeyHo0 03HAKOW TOro, IO

Bama cucrtema BukopuctoBye UEFIL.

Oo6rpynmyaanH:: leaki npomnBku UEFI MicTATh MOMWJIKY, IO OIPU3BOLAATH A0 30010 y pasi 3a-
NKCY 3aHAATO BEeJIMKOro obcAry aaHux B obsacts 30epiranHa UEFI. Illo xapakTepHO, HiXTO TO-

YHO He 3Ha€, HACKiJIbKU «BeJIMKUI 00CAT IPU3BOJUTE 10 TAKOTO 300I0.
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openSUSE MiHiMi3y€e 11eil pU3UK, 3alMCyI0YM MiHIMaJbHUI 00CAT AaHUX, HeoOXigHUX OJIA 3a-
BaHTaxeHHA OC. Ilig miHiMasbHUM po3yMieTbesa BkasiBka npomusLi UEFI Ha posTamryBaHHA
3aBaHTaxyBada openSUSE. CrelfiajibHi MOXJIMBOCTI sfifipa Linux, I1f0 BUKOPHUCTOBYIOTh 00J1aCTh
36epiranua UEFI gjia BigoMocTeli mpo 3aBaHTaxeHH: i 3001 (pstore ), € TUIOBO BUMKHeHi. TuM
He MeHIll, peKOMeHyEThCSA BCTAHOBUTHU yCi peKOMeH10BaHi BUPOOHUKOM OHOBJIEHHS MPOIINB-

KH.

1.4 UEFI, GPT i po3ginn MS-DOS

Pazom i3 cnenudikariieto EFI/UEFI 3acTtocoByeThcss HOBUM cnoci6 pos3butta: GPT (GUID
Partition Table). Bin BukopucToBye ry100a/IbHO YHiKasIbHi ineHTU(diKaTopu (128-6iTHi 3HaUeH-

HA y BUIJIAML 32 MIiCTHAAUATKOBUX IUGP) /1A BUSHAUEHH MIPUCTPOIB i TUIIB PO3LIiJIiB.

Kpim 1iporo, cnertudikaiiiss UEFI fo3BoJisie BUKoprcTaHHs 3actapijiux po3auiis MBR (MS-DOS).
3aBanTaxyBaui Linux (ELILO a6o GRUB2) HamaratoThcsa aBToMaTuyHo ctBoputu GUID 15 Ta-
KUX PO3AiiB i 30epertu 3miHu B npomuBLi. Taki GUID MoXyTh 4acTO 3MiHIOBaTHUCA, IO MPU-
3BOAUTH A0 Nepe3anucy JaHuX IpomuBky. [lepesanuc ckiagaeTbes 3 ABOX Pi3HUX Ail: BUaasie-

HHS CTaporo 3amucy i CTBOPEHHs HOBOTO 3aIMCY 3aMiCTh CTAporo.

Y cydacHUX IPOIIMBKAX HaABHUI 306Upay cMiTTs, 1[0 301pa€ BHAaJIeHi 3aMnycy Ta 3BijIbHAE Na-
M'ATh, 3ape3epBOBaHy Mif| cTapi 3anucu. [IpobemMa BUHUKAE y BUMAAKY, KOJIM HENPUAATHA IPO-
IMBKa He 3BiJIbHAE Taki 3amuicu. L{e Moxe NMpU3BeCTH 10 HEMOXJIMBOCTi 3aBaHTaXXeHHS CUCTe-

MHU.

[Io6 yHukHYTH oAiOHUX npo0bJieM, 3MiHiTh 3acTapisini po3ais MBR y HoBuit GPT.

2 OHOBNEHHa cnucTemMm

Y 1poMy po3isli HaBeJeHO MPUMITKH, NIOB’A3aHi 3 OHOBJIEHHAM cucTeMu. [linTpumyBaHi cife-

Hapil Ta AeTaJsibHi iHCTPYKIIil 3 OHOBJIEHHA AUB. Y JOKYMeHTAallil 3a aJipecolo:

® https://en.opensuse.org/SDB:System_upgrade 2

® https://doc.opensuse.org/documentation/leap/startup/html/book-startup/cha-update-

osuse.html#
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Make sure to also review the following sections of this documentation:

® P030in 3, «3MiHU ¥ NAKYHKAX»

® Po30din 7.1, «<Usage of 4096 bit RSA RPM and repository signing key»

3 3MiHM Yy NaKyHKax

3.7 3actapini nakyHKu

3acTapisii makyHKHU BCe Iiie MOCTAvYaloThCA Y BUTJIALI YaCTUHU AUCTPUOYTHUBY, ajie MJIaHyEThCA,
1110 BOHU OyAyTh BUajleHi y HacTynHil Bepcil openSUSE Leap. 1li nakyHKY iCHYIOTb [JIA CIIPU-
SIHHA Mirparlii, aje iXHe BUKOPUCTAHHA He PeKOMEeHAYEThCA i [JiA HUX MOXYTb OyTH BiACyTHi

OHOBJIEHHA.

[Ilo6 nepeBipyTH, Y1 MAIOTh MiATPUMKY BCTAHOBJIEHI MaKyHKH, IepeKOHalTecs, 110 BCTAHOBJIe-

Ho lifecycle-data-openSUSE, a moTiM BUKOPHUCTOBYUTE KOMaH/Y:

zypper lifecycle

3.2  BunydeHi nakyHKkwu

BusyuyeHi nakyHKu OiJibllle He PO3MOBCIOIXXYIOThCA K YaCTHMHA AUCTPUOYTHUBY.

® gnome-todo: gnome-todo was replaced by package Endeavour.
msgpack : msgpack was replaced by msgpack-c and msgpack-cxx.
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nodejs-electron: This old version of Electron is EOL, and we are unable to support this

runtime throughout Leap's lifetime due to frequent ABI breaks. Current versions of Electron
are still available from the devel:languages:nodejs repository on OBS.

4 [panBepwn Ta obnajHaHHSA

4.1 Secure Boot: CTOPOHHI gpanBepn MOBUHHI BYTU HANEXHM
YMHOM MignuncaHi

Starting with openSUSE Leap 15.2, kernel module signature check for third-party drivers
(CONFIG MODULE SIG=y) is now enabled. This is an important security measure to avoid

untrusted code running in the kernel.

[le Mo>xe 3aBaqUTU 3aBaHTAXXEHHIO MOAYJIiB Apa CTOPOHHIX BUPOOHUKIB, AKIIO BBiMKHeHO UEFI
Secure Boot. [Takynku monysiB aapa (KMP) 3 oginiiinux cxosuin openSUSE 11e He cTocyeThbes,
OCKiJIbKM MOAYJIi, AKi BOHM MiCTATh, mifgnucaHi kiaouem openSUSE. Tlepepipka migmucy mae

TaKy MOBeLiHKY:

® MopyJii sapa, AKi He mignucaHi abo mianycaHi KirodeM, AKUN BiJOMHUN K HeHaqilnHNU abo

He Moxe OyTH IepeBipeHN! y 6a3i JaHWX HaAiMHUX KJII0YiB cucTemu, Oyae 3a0JI0KOBaHO.

MorxHa cTBOPUTHU BJIacHUN cepTudikat, 3apeecTpyBaT MOro B cucTeMHil 6a3i fanux Machine
Owner Key (MOK) Ta mianucaTy JIOKaJIbHO CKOMIIiJIbOBaHiI MOAYJIi AApa UM KJIo4eM cepTudi-
karta. MopyJii, mignucadi TaKUM YMHOM, He OyayTh aHi 6JIOKyBaTHCA, aHi BUKJIMKaTHU Iolepe-

IxeHHA. [{us. https://en.opensuse.org/openSUSE:UEFI 2.

OckisibKY Lle TakoX BIUIMBae Ha rpadiuni gpaiiBepu NVIDIA, MU po3rjiAHYyJIM Iie B HAIIUX
odininHnx nakyHkax ajsa openSUSE. OaHak BaM MOTPiOHO BpyYHY 3apeecTpyBaTd HOBUU
ko4 MOK miciA BcTaHOBJIEHHA, 100 HOBiI IMAaKyHKU mOpalioBaiu. A OTpUMaHHA iHCTPY-
KIIil 010 BCTAHOBJIEHHA ApaliBepiB Ta peectpanii kiaoya MOK, aus. https://en.opensuse.org/
SDB:NVIDIA_drivers#Secureboot #.
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4.2 Network install image hangs on boot on Raspberry Pi 4

Booting the network install image from USB stick on Raspberry Pi 4 hangs on boot.
To resolve this issue, add the console=tty boot parameter. See details in the known
issues section of our Raspberry Pi 4 Hardware Compatibility List (https://en.opensuse.org/
HCL:Raspberry_Pid#Boot_from_USB_in_Net_install_image_of_Leap_15.4_hangs_on_boot)a.

5 CTinbHMUA

This section lists desktop issues and changes in openSUSE Leap 15.5.

5.1 BwunyyeHHa KDE 4 1a Qt 4

[Maxynku KDE 4 He OyayTts uacTrHOI0 openSUSE Leap 15.4. Byasp j1acka, OHOBITh CBOIO CUCTEMY
no Plasma 5 ta Qt 5. [leAki 3 makyHKiB Qt 4 MOXYTh 3aJIMIIUTUCA 3 MipKyBaHb CYMiCHOCTI.

https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 A.

5.2 nouveau disabled for Nvidia Turing and Ampere GPUs /
openGPU recommendation

The nouveau driver is still considered experimental for Nvidia Turing and Ampere GPUs.
Therefore it has been disabled by default on systems with these GPUs.

Instead of using the nouveau driver we recommend using Nvidia's new openGPU driver. Install

this driver by installing these following packages:

® nvidia-open-driver-G06-signed-kmp-default

® kernel-firmware-nvidia-gsp-G06

Then uncomment the options nvidia line in the /etc/modprobe.d/50-nvidia-

default.conf file so that it looks like the following afterwards:

### Enable support on *all* Turing/Ampere GPUs: Alpha Quality!
options nvidia NVreg OpenRmEnableUnsupportedGpus=1

If you prefer using nouveau driver anyway, add nouveau.force probe=1 to your kernel boot

parameters, and do not install the above openGPU package.
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5.3 Starting ibus automatically under KDE Plasma

ibus does not start automatically under KDE Plasma. This can be fixed by adding the

appropriate command to the autostart section. To do that, go to System Settings, Startup and
Shutdown, Autostart and there click on the Add... button, and then click on Add Application....
In the opened dialog window type ibus-daemon -x into the text box and click OK. For more

information see https://bugzilla.suse.com/show_bug.cgi?id=1211977 a.

6 3arajsbHe

6.1 1otop support

iotop does not display values for SWAPIN and IO %.

Since Linux kernel 5.14, either kernel boot parameter delayacct needs to be specified or
kernel.task delayacct sysctl needs to be enabled.

/ Security

This section lists changes to security features in openSUSE Leap 15.5.

7.1 Usage of 4096 bit RSA RPM and repository signing key

We switched the RPM and repository signing key of openSUSE Leap 15.5 from 2048
bit RSA to a 4096 bit RSA key. This key was previously introduced to openSUSE
Leap 15.4 wusers in a maintenance update. Users upgrading from older releases
will need to import the new key manually as described in https://en.opensuse.org/
SDB:System_upgrade#0._New_4096_bit_RSA_signing_key #.
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8 JoaaTKoBi BifOMOCTI Ta 3BOPOTHIl 3B'A30K

® [TpounTaiite JokyMeHTU README Ha HOCi€Bi.

¢ [lepersiaHyTU AOKJIAJHUI XXypHAJ 3MiH KOHKPETHOTO MaKyHKy 3a JornomMoroo RPM:
rpm --changelog -qp HA3BA GAWJY.rpm

3aMiniTe HA3BA OAWTY Ha3BOI makyHKy RPM.

¢ XpOHOJIOTiYHHUM XXy pHaJI YCiX 3MiH B OHOBJIEHUX ITaKyHKax HaBeJeHo y daiiii Changelog

Ha BepXHbOMY PiBHi HOCif.
¢ Binpmie iHGopMalil BU 3HalfeTe y Telli docu Ha HOCI€BI.
® JlomaTKOBY Ta OHOBJIEHY OJOKyMeEHTAL[il0 MOXHa 3HauTH Ha https://doc.opensuse.org/ .

e HaiicBiximi HOBMHM Ipo MNpoAyKTH Big openSUSE MoxHa 3HauTtu Ha https://

www.opensuse.org /.

ABtopceki mpaBa © SUSE LLC
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