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This is the initial version of the release notes for the forthcoming openSUSE Leap 15.5.

Ecyu BeI OGHOBJIsIeTECH ¢ OO0Jiee cTapoi Bepcuu A0 3TOro Beiirycka openSUSE Leap, cM. mpefsl-

Ayluve npuMevaHus 34ech: https://en.opensuse.org/openSUSE:Release_Notes @,

JTa nybanyHasa OeTa-Bepcusa — vacTh npoekta openSUSE. MHbopMmalua o mpoekTe AOCTYIIHA

10 azpecy https://www.opensuse.org .

Report all bugs you encounter using this prerelease of openSUSE Leap 15.5 in the openSUSE
Bugzilla. For more information, see https://en.opensuse.org/Submitting_Bug_Reports 2. If you
would like to see anything added to the release notes, file a bug report against the component
“Release Notes”.

T YctaHoBKa

This section contains installation-related notes. For detailed installation instructions, see the
documentation at https://doc.opensuse.org/documentation/leap/startup/html/book-startup/part-

basics.html .

1.7 Wcnonb3oBaHMe aTOMapHbIX O6HOBAEHU CUCTEMHOW PObIO
Cepsep mpaH3akyul

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.5 also work with the

system role Transactional Server.

@ MprmMeyaHve: HecoBMeCTMMble NMakeTbl

HexoTopsle nmakeTsl M3MEHAIT coAepxumMoe /var win /srv B cBoux RPM-makpocax

%spost. JTU makeThl HECOBMeCTHUMEI. Ecjiu Bl 06Hapy>1<1/1Te Takou IMaKeT, OTIIpaBbTE CO-

oO1ieHre 00 ommodKe.
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HJ'[H MMpeaoCTaBJIE€HNA 3TUX BO3MOXHOCTeH cricTeMa OOHOBJIEHUH IToJIaraeTcs Ha:

IIpu

CHumKum btrfs. Tlepen 3amyckoM OOHOBJIEHUS CHCTEMBI CO34AETCA HOBBIMI CHUMOK KOPHe-
BOi1 (aityioBoli cucteMsl. [Tocsie 3TOro Bce OOHOBJIEHMA YCTAaHABJIMBAIOTCA HA 3TOT CHU-
MOK. YTOOHI 3aBepmInuTh OOHOBJIEHUE, Iepe3alyCTUuTe CUCTEMY C HOBOT'O CHUMKA.

YToOBl OTKATUTh OOHOBJIEHNE, TPOCTO 3arpy3UTech C MpeAblAyLIero CHUMKA.

KopHeBas ¢aiinoBas cucteMa ToNbKO AN UTeHUsi. Bo uzbexaHue npobJieM U OTeph JaH-
HBIX, CBA3aHHBIX C OOHOBJIEHUAMU, KOpHeBas ¢aiioBas cUCTeMA JOJDKHA OBITh HEJIOCTYTI-
Ha JIJIs1 3aMKCH BO BCEX OCTAJIbHBIX cJIy4asx. [03ToMy BO BpeMsi HOpMaJIbHON paboThI KOP-
HEBOU pa3fieJ MOHTHUPYETCS TOJIBKO /IS YTEHUS.

YToObI 3TOT MOAX0]] paboTasl, HyKHBI JIBa JOMOJTHUTEIbHBIX U3MEeHEeHUA B (PaijioBOH CU-
creme: 4TOOBI TI03BOJIUTD 3aIMCh MOJIb30BATE/IbCKMX KOH(Urypauuii B /etc, 3ToT Karaior
aBTOMAaTHUYECKU HACTPOEH Ha mcmosb3oBanue OverlayFS. /var Tenepb OTAeJIbHBINA MOA-

TOM C IIpaBOM 3allrCy OJIA IIPpOLECCOB.

BaxxHo: Cepsep mpaH3akyul TpebyeT He MeHee 12 b Ha gucke

CucremHou posu Cepgep mpaH3akyuil TpeOyeTcsa AUCK pa3MepoM He MeHee 12 I'B ama

pasMellieHus CHUMKOB btrfs.

BaxxHOo: YaST TpaH3akuMOoHHbIN pexnum He PaboTaeT

Ha paunbiii MoMeHT YaST He paboTaeT ¢ TpaH3aKIIUOHHBIMN OOHOBJIEHHUAMM. DTO NOTO-
My uto YaST fesnaeT Bemu cpasy U IO3TOMY OH He MOXeET peaKTHUpoBaTh (aiijioBble

CHICTEMBI TOJIBKO OJIA YTE€HUA.

paboTe ¢ TpaH3aKLUOHHBIMU OOHOBJIEHUAMHU BCerga HCIOJb3YUTe KOMaHOY

transactional-update BmecTo YaST u Zypper aJis yo6oro ynpasiienus [10:

O6HoBUTH cucTeMy: transactional-update up

YcraHoBuTh nakeT: transactional-update pkg in /MS [AKETA

Ynanuth naket: transactional-update pkg rm VM5 [IAKETA

s oTKaTa K mnocjeqHeMy CHUMKY yOequTech, YTO CUCTeMa 3arpyxeHa CO CJeyIOIIero

3a HUM CHMMKa U 3anyctute: transactional-update rollback
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HpI/I XKeJIaHU YKaXHnTe I/I}Z[EHTI/ICI)I/IKaTOP CHHMMKA B KOHII€ KOMaH/bI, YTOOBI OTKATUTHCA

Ha OIlpeJieJIEHHBII CHUMOK.

[Tpu ncnosp30BaHMU JAHHON CUCTEMHOU POJIM COTJIACHO HACTPOMKaM MO YMOJIYaHUI0 CUCTeMa
Oy[eT BBIIIOJIHATD eXeqHeBHOe 00HOBJIeHNe U niepe3arpy3ky Mexay 03:30 u 05:00 ytpa. O6a atu
JleficTBUA HaCTPOeHH! uepes systemd v mpy HEOGXOAUMOCTU MOT'YT ObITh OTKJIIOUEHBI C IIOMOIIbIO

systemctl:
systemctl disable --now transactional-update.timer rebootmgr.service

[MogpoGHee O TpaH3aKIMOHHBIX OOHOBJIEHUAX uyuTaiTe B Gyiore openSUSE Kubic: https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ 2 n  https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/a.

1.2 YCcTaHOBKa Ha ANCK/ 06bEMOM MeHee 12 b

YCTaHOBIIUK NPEJIOKUT CXeMy PasMeTKHU, TOJIbKO e€CJIU JOCTYIIHBIA JUCK UMeeT pa3Mmep OoJiee
12 T'B. Eciu BBI, HAaIpuMep, yCTaHaBJIMBaeTe OYeHb MaJleHbKHe 00pa3bl BUPTYaJIbHBIX MAallWH,

HCIIOJIB3YHTE pa3MeTKy ¢ MOoJiCKa3KaMU AJIs HACTPOMKU MapaMeTpOB BPYUYHYIO.

1.3  UEFI — eanHbIn HTepdenc EFI

[Tepen ycraHoBkoii openSUSE Ha cucremy, 3arpyxatomyiocsa ¢ nomombio UEFI (Unified
Extensible Firmware Interface), Bam HacTOATEIPHO pEKOMEHIYETCSA IIPOBEPUTDH HAJTMYKE OOHOB-
JIeHU!1 [IPOLINBKY, PEKOMEH/I0BAaHHBIX NTPOM3BOAUTEJIEM, U B CJIyyae UX CyLIeCTBOBaHUA ycCTa-
HOBUTb Takue oO6HoBJieHUA. [IpeaycraHosyienHasa Windows 8 uiu Gosiee HoBas ABJAeTCs Bep-

HBIM [IPU3HAKOM TOI'0, YTO Ballla cucteMa nucnosb3yer UEFI.

Ob6ocHogaHue: Hekotopsie npomiBku UEFI comepxart ommnOku, MpUBOAAIIME K cOOI0 B cydae
3anucy CJIMIIKOM 00JIbIIOro o0béMa AaHHBIX B 00s1acTh xpaHeHuA UEFI. UTo xapakTepHO, HUKTO

TOYHO He 3HAeT, HACKOJIbKO «0O0JIbIIONY» 00bEM MPUBOAUT K TaKOMY cOOI0.

openSUSE MUHUMU3UPYET 3TOT PUCK, 3allMChiBasi MUHUMAaJIbHBIY 00bEM JaHHBIX, HEOOXOAVMBIX
aiia 3arpysku OC. IToq MuHUMaIbHBEIM [TOHMMaeTcs ykaszaHue npourske UEFI Ha pacriosioxe-
Hue 3arpy3urka openSUSE. CnenuasibHble BO3MOXHOCTU AApa Linux, ncnosb3ymoliye 06acTh
xpaHeHus UEFI ajia cBegeHuii o 3arpy3kax u ¢6osx (pstore), o ymos4aHHIO OTKJIIOUeHBl. Tem
He MeHee, peKOMeH/1yeTCsl YCTaHOBUTh BCe peKOMEHI0BaHHBIEe NMPOU3BOANTEIeM OOHOBJIEHUSA

MIPOIIMBKU.
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1.4 UEFI, GPT n pa3gensl MS-DOS

Bmecte co cnernuduxkanueii EFI/UEFI npumeHsercsa HOBbIN crnocob pasmetku: GPT (GUID
Partition Table). On ucnosp3yet ryio6aapHO YHUKaJIbHBIE nAeHTHUKATOPH! (128-6uTHEBIE 3HA-

yeHUs B Buje 32 lleCTHAAlATEPUUHBIX ITUDP) [Jis onpeesieHrs YCTPOUCTB U TUIIOB pa3/iesioB.

Kpome storo, cnenmpukanua UEFI paspemaeT ucCnosb30BaHMEe ycTapeBIINX pasaesioB MBR
(MS-DOS). 3arpysuuku Linux (ELILO mim GRUB2) nbiTaoTcss aBTomMatudecku co3zgatbh GUID
JJIA TaKuxX pasjeJioB U COXpaHUTh usMeHeHus B npomuBke. Takne GUID moryTt yacto musme-
HATBHCA, YTO IPUBOAUT K TMepe3anucu JaHHBIX MTPOMKUBKU. [lepe3antich COCTOUT U3 ABYX Pa3HBIX

JeVCTBUI: yOaJleH!s CTapoy 3alMCH U CO3[aHKsA HOBOH 3allCU HA 3aMeHy CTapou.

B coBpeMeHHBIX MPOIIMNBKAaX €CTh COOPIIUK MyCOpa, COOMPAIOIU yIaI€HHbIE 3aMUCU U OCBO-
O0XIaroNIUi MaMATh, 3ape3epBUPOBAHHYIO IO cTapble 3anucy. [IpobieMa BO3HUKAET B CJIy4ae,
KOr/ia IJII0YHas MPOIIMBKA He 0CBOOOX/IAaeT TaKye 3alKCcH; 3TO MOXeT IMPUBECTH K HEBO3MOX-

HOCTHU 3arpy3Ku CUCTEMBI.

YrtoOel 0601TH 3Ty ITpobIeMy, CKOHBepTUPYHTe ycrapeBmiuii pasges MBR B HOBbIlT GPT.

2 O6bHoBMeHme cncTemMsbl

B sToMm pa3aeJie nepevyrcyI€EHbl 3aMe€YaHns, CBA3aHHbIE C OOHOBJIEHUEM CHCTEMEL. HOI[pOGHbIe

WHCTPYKLMHU 110 OOHOBJIEHUIO NPUBEIEHH B JOKYMEeHTaluu 1o afpecy:

® https://en.opensuse.org/SDB:System_upgrade @

® https://doc.opensuse.org/documentation/leap/startup/html/book-startup/cha-update-

osuse.html 2
Make sure to also review the following sections of this documentation:

® Pqg30en 3, «/I3MeHeHUs 8 NaKemax»

® Pgsdesn 7.1, «Usage of 4096 bit RSA RPM and repository signing key»
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3 W3meHeHUsa B nakeTax

3.1 YcTapesLuue nakeThl

Ycrapesuie nakeTsl O-IpeXxHeMy IOCTaBJIAITCA KaK 4acTh AUCTPUOYTHUBA, HO OyAyT yAasIeHbl
B cienytoieii Bepcr openSUSE Leap. OHUM CyIIecTBYIOT AJis OOJIErYeHUs MUTpAIUM, HO UX

HCIIOJIb30BAHHME HE PEKOMEHAYETCA N AJIA HUX MOT'YT OTCYTCTBOBATh 0OHOBJIEHU .

YToOHI MMpOBEPUTHh, UMEIOT JI IIOAAEPXKKY YCTAHOBJICHHBIE ITIAKETHI, Y6e,E[I/ITer 4YTO YCTaHOBJIEH

maker lifecycle-data-openSUSE, a 3aTeM HUCIIOJIb3YTE KOMAHIY:

zypper lifecycle

3.2 YpanéHHble nakeThbl

Y,Zlaf[éHHbIe naxkeTnl 60Jiee He IOCTABJIAIOTCA KaK 4YacTh ,E[I/ICTPI/I6YTI/IBa.

® gnome-todo: gnome-todo was replaced by package Endeavour.
msgpack : msgpack was replaced by msgpack-c and msgpack-cxx.
nodejs-electron: This old version of Electron is EOL, and we are unable to support this

runtime throughout Leap's lifetime due to frequent ABI breaks. Current versions of Electron

are still available from the devel:languages:nodejs repository on OBS.

4 [ipanBepbl 1 06opysoBaHME

4.1 Secure Boot: CTopoHHVe gpaiiBepa AO/KHbI 6bITb MPaBUIBLHO
NOAMVCaHbI

Hauunas ¢ openSUSE Leap 15.2, BkJIIoueHa MpoBepKa MoNuceil MoAyJel sapa JJisi CTOPOH-
Hux ApariBepoB ( CONFIG MODULE SIG=y ). DTOT BaXHbIM mapamMeTp 0e30MacHOCTU MO3BOJIAET

HWCKJIIOYWTD BBIIIOJTHEHME HEJOBEPEHHOI'O KOA B AA4PE€.
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JTO MOXeT MoOMelIaTh 3arpy3ke cTOpoHHUX MoAayJien saapa eciau UEFI Secure Boot BkiloueHa.
[Makets moaysien aapa (KMPs) u3 opurnanbHeix penosutopueB openSUSE He 3aTpOHYTEL, MO-
TOMY YTO OHHU HOJucaHbl KiaouéM openSUSE. DTa nmpoBepka MoAnucel NMeeT cjieyolee Io-

BEJEHHE:

® HenopmnrcaHHBIE MoOAyJIN AApa WUJIA NMOANNCAaHHbIE KJIIOUOM, KOTOprﬁ NJIN N3BECTEH KakK

He0Oe30MacHbIN UM He MOXeT ObITh IpoBepeH, OyayT 3a0JI0KUPOBaHHI.

EcTb BO3MOXHOCTh CreHepupoBaTh CBOU cepTUdUKAT U A00aBUTh ero B 6a3y AaHHbIX Machine
Owner Key (MOK), a 3aTeM moAnucheiBaTh JIOKAJIbHO cOOpaHHBIE MOZYJIA C MOMOIIBIO 3TO-
ro ceprupukara. Moaynu, HmOAINMCAaHHBIE TakuM oOpa3oM He OyayT HU 3a0JIOKMPOBAHHI,
HU BBI3BIBATh IpefynpexyeHuil. [y JONOJHUTESIbHBIX AeTasiell cM. https://en.opensuse.org/
openSUSE:UEFI <.

[TockoyibKy 9TO Takxe 3aTparuBaer rpaduueckue pgparisepa NVIDIA, Mbl ynenuau 3To-
My BHHMMaHuWe B Hamwmx oduiuaibHbIX naketrax aja openSUSE. OpgHako, BaM Hago BpyuY-
Hyl0 J00aBiaATh HOBHIM MOK KJI0Y IOocjie yCTaHOBKM, 4TOOBI HOBBIE IIAKeThl paboTasu.
CMmoTpuTe MHCTPYKIMU IO ycTaHOBKe aApariBepoB u MOK-kitouent https://en.opensuse.org/
SDB:NVIDIA_drivers#Secureboot .

4.2 O6pas ceTeBOM YCTAHOBKW 3aBKCaET NpW 3arpyske Ha
Raspberry Pi 4

3arpy3ka ofOpa3a ycraHoBKM 1o cetu ¢ USB wHakommTensa Ha  Raspberry
Pi 4 3aBucaer. UrtoOb pemuTh 3Ty nOpobiemy, nAoOaBbTe mapaMeTrp 3arpys-
ku console=tty. CwmoTpure fertaJu B CeKUUM 'W3BEeCTHble ImpobjeMbl' Ha-
1ero Cnucka coBMecTMMoro obopygoBaHus Raspberry Pi 4 (https://en.opensuse.org/
HCL:Raspberry_Pi4#Boot_from_USB_in_Net_install_image_of_Leap_15.4_hangs_on_boot) a.

5 Paboyui cton

This section lists desktop issues and changes in openSUSE Leap 15.5.
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51 YpaneHmne KDE4mn Qt4

KDE 4 packages will not be part of openSUSE Leap 15.4. Please update your system to Plasma
5 and Qt 5. Some of Qt 4 packages might still remain for compatibility reasons. https://
bugzilla.opensuse.org/show_bug.cgi?id=1179613 4.

5.2 nouveau disabled for Nvidia Turing and Ampere GPUs /
openGPU recommendation

The nouveau driver is still considered experimental for Nvidia Turing and Ampere GPUs.
Therefore it has been disabled by default on systems with these GPUs.

Instead of using the nouveau driver we recommend using Nvidia's new openGPU driver. Install

this driver by installing these following packages:

® nvidia-open-driver-G06-signed-kmp-default

® kernel-firmware-nvidia-gsp-G06

Then uncomment the options nvidia line in the /etc/modprobe.d/50-nvidia-

default.conf file so that it looks like the following afterwards:

### Enable support on *all* Turing/Ampere GPUs: Alpha Quality!
options nvidia NVreg OpenRmEnableUnsupportedGpus=1

If you prefer using nouveau driver anyway, add nouveau.force probe=1 to your kernel boot

parameters, and do not install the above openGPU package.

5.3 Starting ibus automatically under KDE Plasma

ibus does not start automatically under KDE Plasma. This can be fixed by adding the

appropriate command to the autostart section. To do that, go to System Settings, Startup and
Shutdown, Autostart and there click on the Add... button, and then click on Add Application....
In the opened dialog window type ibus-daemon -x into the text box and click OK. For more

information see https://bugzilla.suse.com/show_bug.cgi?id=1211977 a.
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6 Oblee

6.1 Topaepxka iotop

iotop He oTtoGpaxaet 3HaueHuss SWAPIN u 10 %.

Hauunas ¢ Bepcuu sapa Linux 5.14, Heo6xoqumo 60 yKasbiBaTh MapaMeTp 3arpy3ku sffpa

delayacct, 1mbo Brouyath sysctl-HacTpoiiky kernel.task delayacct.

/ be30onacHoCTb

This section lists changes to security features in openSUSE Leap 15.5.

7.1 Usage of 4096 bit RSA RPM and repository signing key

We switched the RPM and repository signing key of openSUSE Leap 15.5 from 2048
bit RSA to a 4096 bit RSA key. This key was previously introduced to openSUSE
Leap 15.4 wusers in a maintenance update. Users upgrading from older releases
will need to import the new key manually as described in https://en.opensuse.org/
SDB:System_upgrade#0._New_4096_bit_RSA_signing_key 2.

8 JlononHuTtenbHble cBegeHUs U O6paTHaF| CBA3b

UwutaTh daisiel README Ha ycTaHOBOYHOM HOCHTEJIE.

ITpocMoTpeTh NOAPOOHEIN XypHaa U3MeHeHNI KOHKPeTHOro nakera u3 ero RPM:
rpm --changelog -qp MMA_QAJIA. rpm
3amenute VMA_OAWIA Ha nMsa nakera RPM.

¢ XPpOHOJIOTMYECKNH KypHaJI BCeX N3MeHeHUI B OOHOBJIEHHBIX MTaKeTax NpUBEJEH B daiise

ChangelLog Ha BepxHEM ypOBHE JMCKa.

e BoJbllle cBeZleHUH BBl HAHETe B KaTajiore docu Ha JHCKe.
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e JlomoJsiHUTeIbHAA U OOHOBJIEHHAA JOKYMeHTAaIusA 1Mo ajgpecy https://doc.opensuse.org/ A .

® Tlocnennue HoBocTU OT openSUSE mo azpecy https://www.opensuse.org .

Atopckue npasa © SUSE LLC
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